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1% have their own

smartphone, 21% have their
own tablet.

G .
- 96% watch TV on a TV set,
l for around 15h a week

-4s 41% watch TV on other
devices, mostly on a tablet

40% play games, for nearly 6h a week.
53% go online, for nearly 8h a week.
71% of these mostly use a tablet to go online.

48% use YouTube, of which 52% of these say
cartoons are their favourite thing to watch, 15%
say unboxing videos.

0% have a social media profile.




5% have their own

smartphone, 35% have their
own tablet.

95% watch TV on a TV set,
for around 13%h a week

[L 5-7s
o 49% watch TV on other
devices, mostly on a tablet

66% play games, for nearly 7%h a week.

79% go online, for around 9h a week.
63% of these mostly use a tablet to go online,

71% use YouTube, of which 30% say cartoons
are their favourite thing to watch, 18% say funny
videos or pranks.

3% have a social media profile.

The TV set is the device they say they would miss
the most.




' 39% have their own
=W smartphone, 52% have their
A‘ own tablet.
. 95% watch TVon aTVset,
for nearly 14h a week.

8-11s _! !_ 55% watch TV on other

devices, mostly on a tablet
81% play games, for around 10h a week.
94% go online, for nearly 13%h a week.

46% of these mostly use a tablet to go online,

22% a mobile,

81% use YouTube, of which 23% say funny videos
or pranks are their favourite thing to watch, 18%
say music videos.

23% have a social media profile.

The TV set or tablet are the devices they would
miss the most.




a 83% have their own

smartphone, 55% have their
own tablet.

91% watch TV on a TV set, for
nearly 14%:h a week.

12-15s 68% watch TV on other devices,
mostly a tablet or mobile.

77% play games, for around 12h a week.
99% go online, for nearly 21h a week,

49% of these mostly use a tablet to go online, 26%
mostly use a mobile.

90% use YouTube, of which 26% say music videos
are their favourite thing to watch, 23% say funny
videos or pranks.

74% have a social media profile,

Their mobile phone is the device they would miss
the most.




Main Headlines

Increase of 10% in online usage with 3-4 and 5-7 year
olds

Watching the TV set decreases with age

The number of children watching TV on a device
other than a TV has increased

Increased number of children using YouTube:
— 48% for 3-4 year olds

— 71% for 5-7 year olds

— 81% for 8-11 year olds

— 90% for 12-15 year olds



Viewing

* What content can they see?

The Social Web

* Isit age appropriate?

fFopoy s




* What are they sharing?

Sharing

The Social Web

* Who are they sharing it with?

fFopoy s




* Who are they talking to?

The Social Web

Chatting

* What are they sharing with them?

fFopoy s




Ways to chat online

L)
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Instant messaging Web cam or video chat Voice Over Internet Chat rooms and forums
Protocol

The Social Web Chatting



The Social Web

Friending

* Who are they friends with?

* What are they sharing with them?

=
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Cyberbullying




Cyberbullying Traits

It is an invasion of personal space for young people
and is all encompassing and penetrating.

- The audience can be large, reached rapidly and
can be unknown

- It is easier for perpetrators to remain anonymous
through the online world or masquerade as another
person

- The target of bullying can be anyone as physical and
other factors do not come into play.



Cyberbullying Traits - continued

« Often young people who engage in cyberbullying
get involved in an unintentional way.

- There is a disconnection as they are removed
from the face to face.

- There is an evidence trail in the online worid
therefore there is the ability to track people



Online gaming

* Top |0 online game operators in Asia earned over
$2bn last year e g

* Web games:

— Fortnite: Battle Royale," 100 players h;
one left alive.

— World of War Craft
— Grand Theft Auto

* Games consoles (Xbox 360, Playstation, Wii)




Games Consoles

* There are controls on all the main games consoles



PEGI Rating (Pan European Game Information)
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Harmful Content

‘Exposure to material this is not age appropriate
- Intentional and non-intentional
* Access to illegal material

- Self-taken images



There are now more ways than ever before to
create, edit and share images and videos
online.
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Did you know...

On Instagram,
* Images and photos showing
videos get 400 million snaps faces are 38%
8,500 likes and are sent on more likely to get
1,000 Snapchat each day likes® than photos
comments per without faces

second on

The equivalent of 110
years of live video is
watched on Periscope
every day.

300 million photos
are uploaded to
Facebook every day



Why do people !
share images? R -~

feed 2 thﬁnib
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To share memories m : ndswbm

To get noticed? (likes and followers)

To show people what you are up to

To raise awareness B rewes

To boost confidence? ‘ ]




What’s in a selfie?

9 T
A story" An invitation
A message”? to contact or
A challenge? comment?
Creates an

impression/affects
oniine reputation



* |s seeing always believing?




Is seeing always believing?

Real selfie Edited selfie

Hair colour
changed

Eyes are
whiter

Face shape
made slimmer

Makeup
added
Skin
smoothed
out




Images

* It's easy to send a photo or message but the sender
has no control about how it's passed on.

* When images are stored or shared online they
become public. They can be deleted on social media
or may only last a few seconds on apps like Snapchat,
but images can still be saved or copied by others.

* These images may never be completely removed and
could be found in the future, for example when
applying for jobs or university.



Online Content

Advice

« Discuss online experiences

« Critical thinking is key
« How does what they see impact on how they
feel?

Online Conduct

Advice
» Think before you post

* How do their photos affect others?
 Build an online reputation
» Use privacy settings on social media




Contact

Advice

 How many friends and
followers?

« Look after personal
iInformation

 Why someone may make
contact

* Report and block offensive
Images, messages or users

« (Geotagging and geolocation
settings



What does YOUR
ONLINE IMAGE

project about YOU ?
56%

OF ADULTS SURVEYED DON'T ACTIVELY

THINK ABOUT THE CONSEQUENCES
OF THEIR ONLINE ACTIVITIES o OF ADULTS SURVEYED SAY THEY HAVE
EXPERIENCED NEGATIVE CONSEQUENCES
) .‘ o DUE TO ONLINE ACTIVITIES BY OTHERS
There are things you OF TIVE X
\want EVERYONE 1o see... THOSE 14% REPORTED A VARIETY OF NEGA CONSEQUENCES:
‘uk?
{ 21% = I"*‘*
| .b ) () ; i
J WERE FIRED
Or there are things you only h I
want SOME PEOPLE (o see... FROMAIOD i
v 16% ¥ - |
. n.os-rou'rga | ‘
There are things that o B W ‘*R -
GETTING A JOB
OTHERS POST about you.., k I ;ﬁm_

% 16% =" 7 s
'k H&Lrnm:rﬁg I k . *
b 14% L &'
ol Cametn R
15% | - P

(4]
WERE TURNED DOWN ¢
FOR A MORTGAGE S S, I

4
I O S
[T (i [ TS




Online Grooming




Unwanted contact and grooming

Definition of grooming:

A process by which a person prepares a child,
significant others and the environment for the
abuse of this child

Specific goals include gaining access to the child,
gaining the child’s compliance and maintaining the
child’s secrecy to avoid disclosure

(Craven, Brrown and Gilchrist, 2006)



Online grooming techniques

‘Bribery and gifts

Flattery

Sexualised games
Threats

Blackmail

Desensitisation — pornography, child abuse
images, video and web cams may be used



Personal Data
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Personal
_ %
Stolen Data Shared

Acquired



Personal
_ é
Stolen Data Shared

What does YOUR
ONLINE IMAGE
project about YOU ?
56%

.
A( q | l I r‘ d 75% Of Mobile Apps Want Actess To User Data




75% Of Mobile Apps Want Access To User Data

Percentage of apps seeking permission to access the following data

32% 16% 15% 10%
Location Device ID Other user Camera
accounts
5% 4% 2%

Microphone Messages Calendar

@ ® @ Based on an analysis of 1,211 Android and iOS apps in May 2014
@statistacharts  Source: Global Privacy Enforcement Network

9% 7%

- 4 4

Contacts Call log

75% of all sampled apps
seeked permission to
access at least one of the
listed items

> statista%



They Know What You Clicked Last Summer

Percentage of global page loads tracked by the following companies
e (4], 4
) 2 3.8%

&1 COMSCORE  cn——(O 12.2%
y om0 11.0%
amazon 0 10.5%
Yandex a0 8.0%
criteol. — emmmmO 6.5%

© New Relic. s 5.9%

Based on the analysis of more than 144 million page loads
@ @ @ by 850,000 users in more than 20 countries

@statistaCharts Sources: Ghostery, Cligz Stat|8ta E



Online Pornography

Keeping your
children safe
onli emttm

Friendly WiFi

HM Government




Growing Up Digital SCHILLINGS

A report of the Growing Up Digital Cthdren,s

Taskforce Commissioner M

January 2017 Promoting and protecting children's rights

Simplified version of Instagram Terms and Conditions

Officially you own any original pictures and videos you post, but we are
allowed to use them, and we can let others use them as well, anywhere
around the world. Other people might pay us to use them and we will not
pay you for that.

we may keep, use and share your personal information with companies connected with
Instagram. This information includes your name, email address, school, where you live, pictures,
phone number, your likes and dislikes, where you go, who your friends are, how often you use
Instagram, and any other personal information we find such as your birthday or who you are
chatting with, including in private messages (DMs).

We might send you adverts connected to your interests which we are monitoring.
You cannot stop us doing this and it will not always be obvious that it is an
advert.

We can also delete posts and other content randomly, without telling you, for any reason. If we do

this, we will not be responsible for paying out any money and you won’t have any right to
complain.
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Parent’s Rules

82 % of parents have rules at home. 18% had no rules.

Always ask permission before using a device or going on the Internet
Not to use Internet on their own

Only to be used at weekends or as a reward

No social media

Only allowed to access something new if parent has checked it first
Must use a device with a grown up next to them or in the same room
Not allowed to interact with other online

Set time limits for the length of use and end point in the day

Only access filtered content from parental controls or restricted apps and
websites.




* What rules should be established for infant age children?

* Do we need to be more explicit with rules and why?
Children’s perception of device use is very different to
parents.

* How young is too young to talk about Internet Safety.

* How long should an infant age child be on a device? Link to
eye strain.

* What is the effect of blue screen on a child’s sleep?

— Triggers melatonin which influences your body clock —
chargers down stairs

* How effective are parental controls/ restrictions!?

* How can you ensure parental control e.g . child friendly
search engines!

* Sharing parents existing rules to empower one another.

28 Hampshire

(8% County Councll
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Advice and Guidance



about staying safe

online

rules about what’s
Ok and what’s not

@ Hampshire

County Council

their online
World together

your familiar

settings and controls







Sharenting: the facts

1% 9% 217% 13% 32%

of parents of parents of parents have saytheyshare of parents have
upload five or shared an set up asocial- photos of their never asked
more images image of media account childrento gain theirchildifit’s
of their child their child for their child social media OKtosharea
each weekon in the womb followers photo of them

social media

Source: Survey for Channel 4 News/Parent Zone, May 2017 with 1002 UK parents around the UK
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83%
44%
36.2Mbit/s
58%

m% 'ghar enting

of parents do share photos of their
children, and half of these share
photos at least once a month

Total housenold internet Take-up

Number of fixed broadband connections fews 201

Number of superfast broadband connection:

Proportion of adults with broadband (fixed and mobile)
Superfast broadband take-up (% of all connections) fae 20ue)
Average actual fixed broadband speed (ho Jie)

Proportion of homes with a tablet computer

Proportion of peopie who use thelr mobile phone 1o access
the internet

Number of residential fixed landlines fara 2018

of fixed landlines in the UK, including ISON

Proportiol adults who personally own) a mobile phone
Proportion of adults with a smartphane

Proportion of sdults who live In a moblle-only homae'
Number of le subscriptions (including M2M)

Number of 4G subscriptions (urd 2018)
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Internet

Landlines and

88%

10.8m

mobiles

83%
44%
36.2Mbit/s
58%

66%

Total household internet take-up
Number of fixed broadband connections (end 2016)
Number of superfast broadband connections (end 2016)

Proportion of adults with broadband (fixed and mobile)

Superfast broadband take-up (% of all connections) (a4 2015)
Average actual fixed broadband speed (Nov. 2016)
Proportion of homes with a tablet computer

Proportion of people who use their mobile phone to access
the internet

Number of residential fixed landlines (end 2016)

Number of fixed landlines in the UK, including ISDN
channels (end 2016)

Proportion of adults who personally own/use a mobile phone
Proportion of adults with a smartphone

Proportion of adults who live in a mobile-only home®
Number of mobile subscriptions (including M2M) (end 2016)
Number of 4G subscriptions (end 2016)




Are you a Tech Role Model?

. Turn off notifications to avoid that constant ‘ping’

. Use an alarm clock so you don’t have electronic
devices in your bedroom

Keep your phone on silent in your pocket or bag
when you pick up the children from school

No phones at the table or for a time range between
6 and 7 for example

Family tech free days!?



What protection?

Until you think your child is mature enough to deal with
the Internet; restrict access

Offer reassurance and support. Don’t be afraid to ask
questions

Tell your child that if they are being bullied to always
keep the evidence

Block the bullies

Learn how to report and where to go for further
support

Talk to your children about friends and followers online



Setting Boundaries

Set limits on the amount of time your child spends online — set timings
Make sure your child takes regular screen breaks
Make sure your child thinks before they share pictures of videos online

Make sure your child thinks carefully about what they write before they
post it online

Make sure your child doesn’t give out personal details to people they
don’t know and trust

Limit inappropriate and block illegal material

Make sure your child knows to come to you if they are concerned
about something

Monitor activity
Sometimes things go wrong — Falling in the playground!?



Set controls on:

-
» Computers Set on all devices
that link to the
» Laptops _
internet
» Tablets \_

> Mobile devices

» Games Consoles
> ALL internet enabled devices

Remember... they are not 100% accurate and not a substitute for
open communication!


Parental Controls. What Young People Think WMV.wmv

|. Log in to your Google or Youtube account.
2. Go to the YouTube.com site in your web browser.
3. Click on the "Safety" button near the bottom of the YouTube homepage.

4. Click the "On" button. If you receive a message after clicking the on button that says "You can lock the Safety Mode
setting after you sign in" then you are not logged into Google / YouTube. Click the "sign in" link if needed.

5. Check the box that says "Lock safety mode on this browser".

6. Click the "Save" button. After you've clicked the save button, the page you were on will reload and you will see a
banner near the top of the page that shows a check mark with the words "Successfully enabled Safety Mode" next to it.

7.IMPORTANT!! In order to prevent your child from just turning safety mode off, you must log out of your Google /
YouTube account by clicking your username link in the top right-hand corner of the browser window. This will
effectively lock the setting in for the browser you are using, preventing your child from disabling Safety Mode.You will
need to repeat this process for all other web browsers that are on your computer (i.e. Firefox, Safari, etc).

Enable YouTube Safety Mode on Your Mobile Device

Safety Mode may also be available on your mobile device's YouTube app. Check the settings area of the mobile app to
see if it is an option.The process for locking the feature should be similar to the process above.

Setting Parental Controls on YouTube
https://www.youtube.com/watch?v=u00yKwGFpSO


http://personalweb.about.com/od/youtube/a/Youtube-Account-Signup.htm
http://personalweb.about.com/od/youtube/fr/YouTube-iPhone-App.htm

Controlling Content on a Smart TV

(I haven’t managed to test this because | haven’t got access to a SMART TV — | hope it
works)

* Set up a You tube account on your computer (if you don’t have an account)

* Once signed in, set your security features (see slide 22 )

* Next open your Youtube app on your TV, and sign in.

* TheTV should give you a code to associate your Youtube account with your TV.

* Go back to your computer and enter the code in your Youtube account (it should
direct you to where this has to be done).

The only other way, would be blocking content for the whole TV using the Security
settings from the TV's menu, which will block all content.



How to ‘police’ internet usage on handheld devices e.g.
smartphones and

How to set up mobile devices with limited content
suitable for children

http://support.apple.com/en-gb/HT201304

IOS device restrictions

Apps for Android devices

MobileMinder (www.mobileminder.com)
Netaddictfree (http://netaddictfree.com/UK))
Qustodio (http://qustodio.com/



http://support.apple.com/en-gb/HT201304
KingsWorthy/iPhone Restrictions.docx
http://www.mobileminder.com/
http://netaddictfree.com/UK)

TeenSafe

Tracks social media and texting

Some parent apps can actually monitor how fast
someone is driving or moving in a vehicle as a
passenger



Setting up restrictions on a router

http://kb.linksys.com/Linksys/GetArticle.aspx?docid=20
b29e54474a4al /aff594cb659747ea_4041.xml&pid=80&
converted=0

This is a link for a Linksys router. Search ‘restrictions
on a ¥R royter’

Open DNS



http://kb.linksys.com/Linksys/GetArticle.aspx?docid=20b29e54474a4a17aff594cb659747ea_4041.xml&pid=80&converted=0
https://www.opendns.com/home-internet-security/

Safe Games

There are a number of sites that promote safe games.
A quick search identified the following:

nttp://www.safekidgames.com/

http://www.safesearchkids.com/safe-online-games-for-
kids/#.VgABm2dliUk

http://www.smart-kit.com/

| haven’t checked the quality of these although the sites
say that they are safe.


http://www.safekidgames.com/
http://www.safesearchkids.com/safe-online-games-for-kids/#.VqABm2dIiUk
http://www.smart-kit.com/

Monitoring another mobile phone

Qustodio - free:
https://www.qustodio.com/en/

Phonesheriff:
http://www.phonesheriff.com/features.html

An App that allows you to control Internet use on a
mobile phone:

Our Pact: www.ourpact.com



https://www.qustodio.com/en/
http://www.phonesheriff.com/features.html
http://www.ourpact.com/

Parental Controls - Xbox

|t

File Edit View Favorites Tools Help

- ’Pmm Portfolio &) Supassiad Stes v B Web Siic

75 Set Parental Controls for Xb.. * [ &8

How do | turn on parental controls on my Xbox 360 console?

Parencal comtrols for Xbox 360 can be et through the console Kself or on Xbax Live theough your computer

Warch the olomvg naeo 10 dedvn aAbout panevn'a’ conmbrovs

WNCH e v “Wowr (X0 1 ures oV e cov frouis

Parercal comtrots are divded into two groups: cansole controls and onbee salety and pricy settings
nscle controls are Jocatod in the Family Settings of Family Conter area on your condole (depending on

your Xbox Live membesship typel
Set parental controls on your Xbox 360 console

L On your ropstle, 9o 10 Settings. and then select Famity.

2 Sekect the Gamertag of the child whose settings you want 10 sdjust
1. Under Privacy & Online Settings, select Thange Settings.
rl

Uptiste the setlings and then « SOreen 50 Sive

Was this artiche hetptul? | No |


https://support.xbox.com/en-GB/xbox-360/security/xbox-live-parental-control#56dc027edea546eeb9ca72206c964bf4

Parental Controls on the Internet

* Internet Explorer
* What about the router?
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/ glg- Windows Internet Explorer
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Content Advisor

Search Images Videos Maps News :
@ Ratings help you control the Internet content that can be
viewed on this computer,

[ Enable ] S A faster way to browse the
Certificat /’ @ Install Google Chrome
ertiricates .

Use cetkificates for encrypted connections and identification.

[ /elgar SSL state ] [ Certificates ] [ Publishers ]

utoComplete
e e AutoComplete stores previous entries [ Settings ]
v 3 on webpages and suggests matches Advanced search

for you, Language tools
Feeds

— | Feeds provide updated content from [ Settings ]
websites that can be read in Internet
Explorer and other programs.
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[ OK J[ Cancel ] Apply

Change background image
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WHAT DOES ZIPIT DO? T

Fs and imaoge:

IF Someone’s trhying 10 gt you 10 Send them nekeed Imoges of yourself, use the fully

upaoted Zod app to D the stuotion under control

X


https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/sexting/zipit-app/

Net Aware

) Ep——

w ’Wum Partiolio & | Sepyiied Sms v B Webh Ynoe Gatmiy »

Trim el sadct sadwanh Exptorn ] reternthn

O, © NSPCC NetAware))) T Bas

Your guide to the
social networks
your kids use

Stay up to date and keep your child
safe in today's digital world

Search for a site, game or app to Explore other networks
find out more
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